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ABSTRACT

In this paper, the serious problemdi$information is discussed.
It is argued that, in order to deal with this perhl we first need
to understand exactly what disinformation is. Tmlosophical
method of conceptual analysis is described, andreceptual
analysis of disinformation is offered. Finally,vdhis analysis
can help us to deal with the problem of disinfoiipratis briefly
discussed.
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1. INTRODUCTION

Accuracy is a critical dimension of information quality (dfL]).
People can easily acquire false beliefs about thdvas a result
of inaccurate and misleading information. And stalke beliefs
can often lead to significant emotional, physicahd financial
harm.

Inaccurate and misleading information can have sbel
consequences whether the source of the informatiade an
honest mistakenfisinformation) or actually intended to deceive
(disinformation).r  But how we deal with the problem of
inaccurate and misleading informatiocan depend on the
intentions of the source. For example, effectisehhiques for
identifying disinformation are likely to be diffare from the

1 we might hold that disinformation and misinformati@re
mutually exclusive categories (cf. [2], p. 134)ltednatively, we
might hold that disinformation is a proper subsef o
misinformation. In other words, misinformation wdwsimply be
inaccurate information in general (cf. [3], p. 201)do not take a
position in this paper on the best way to analyee doncept of
misinformation.

techniques that work for inaccurate and misleadhifigrmation in

general. Indeed, it will often be more difficulo tidentify

disinformation since the source of the informatdes not want
us to realize that the information is inaccuratengsieading.

Disinformation is nothing new, of course. Forgegcuments,
doctored photographs, deceptive advertising, deltbéy falsified
maps, and government propaganda have been aroungdcs.
The standard example is thlesinformation campaign, known as
Operation Bodyguard, used during World War Two tdehthe
intended location of the D-Day invasion (cf. [4]p.p71-75).
Among other deceits, the Allies sent out fake radimsmissions
in a successful attempt to convince the Germartsthieae was a
large force in East Anglia that was ready to att@ekais (rather
than Normandy). However, disinformation has relgemecome a
much more pressing threat to information quality.

New information technologies are making it east@r geople to
create and disseminate information that is interiedeceivé.
For example, people are able to deceive Interresusy creating
websites that “impersonate” the websites of redataburces of
information (cf. [5]). Also, people are able tonetcingly
manipulate visual images (cf. [6]). In fact, itvn@equires very
little technical skill to create and widely disseuie
disinformation. For example, anyone with Intergtess can
anonymously insert misleading information into Vpidia (cf.

(7D

Moreover, the problem of disinformation is a caticone for
information science (cf. [2], [7], p. 1665, [9],d}L [11], [12]).

Libraries and other information services can easiig up being
unwitting (and sometimes witting) conduits for tepread of
disinformation. In addition to the disinformatitimat patrons may
access over the Internet, many library collectiomslude

government propaganda and historical fabricatioofs [(L3]).

Recognizing the problem of disinformation, the Aroen Library

Association has recently issued a “Resolution osirfformation,
Media Manipulation & the Destruction of Public Infioation”

[14].

% There was the same sort of opportunity for decaptiben new
printing technology first made books widely avaitab In

particular, there was often a question of whetltoer lyeld in your
hands the authoritative version of a given text [&f, pp. 30-31).
Techniques eventually developed for assuring ouesebf the
authority and reliability of books. But such terjues are not
always immediately available with new informati@ttinologies.



In order to deal with this threat to informationatjty, information
scientists need to find answers to several importarestions
about disinformation. For example:

¢ Why is disinformation as prevalent as it is?

¢ Under what circumstances is disinformation mosvalent?

¢« How can we deal effectively with the problem of
disinformation?

¢ How can disinformation be identified?

¢ Can the problem of disinformation be dealt withanvay
that does not violate rights to free speech andlladtual
freedom?

Before we can address these questions, howevermegd to
understand exactly what disinformation is. In oth®rds, we
need aconceptual analysis of disinformation.

2. THE METHOD OF CONCEPTUAL
ANALYSIS

Several years ago, the information scientist Chpisér Fox gave
an influential conceptual analysis ofinformation and
misinformation [3]. But he did not consider disinformation. Fhi
paper will provide a conceptual analysis of disinfation and
will briefly indicate how such an analysis can hekpto address
the aforementioned questions.

The goal of the method of conceptual analysis ifind a list of
necessary and jointly sufficient conditions that correctly classify
things as falling under a given concept or not [t§], section
2.1). Plato famously used this method in his dja&s to try to
understand such concepts jastice, knowledge, andlove. For
example, according to the “Platonic” analysis ofoktedge,
something is knowledge if and only if it jestified, true, and
believed. That is, if something is knowledge, then it ustjfied,
true, and believed (the necessity condition). Alseomething is
justified, true, and believed, then it is knowledtfee sufficiency
condition). In our case, we need to find a listcohditions that
are necessary and jointly sufficient for somethtogcount as
disinformation.

In order to determine if such an analysis is cdrré® method of
conceptual analysis has us appeal toithgitions of competent
speakers of the language about whether particudten

hypothetical) cases fall under the given concept[8&, pp. 24-

25). As the philosopher of language John Austimted out in

[16], leveraging intuitions in this way can help tasunderstand
important phenomena in the real world. For examjgdest the
Platonic analysis of knowledge, we look at thindmatt our

intuition tells us are instances of knowledge ameck& them
against the proposed conditions (i.e., are thetffigd, true, and
believed?). Also, we look at things that satidfie tproposed
conditions (i.e., things that are justified, traad believed) and
consider whether our intuition says that they arstances of
knowledge (cf. [17]). In our case, we need to appe intuitions

about whether specific pieces of information couas

disinformation (given that we know certain thingisel whether
the information is accurate, who created the infiiom, why

they created it, etc.).

Admittedly, ‘disinformation’ is a relatively new @ compared
with terms like ‘knowledge’ and ‘lying’. It is oglabout fifty

years old. As a result, the meaning of ‘disinfotiord may not be
quite as fixed as the meaning of these other terA®wever, we
must have somewhat stable, shared intuitions aheutise of the
term.  Otherwise, we would not be able to commueica
effectively with each other using the term. Moreqveven if
there is some disagreement about whether the tpptiea to
certain cases, the method of conceptual analysisst yield a
useful taxonomy of deceptive phenomena in the iiciof
disinformation.

3. THE VARIETIES OF DISINFORMATION

Before we start trying to identify necessary anidt]p sufficient
conditions for disinformation, it will be useful tay out the main
varieties of disinformation with some examples.

(1) Disinformation is usually taken to be governmental or
military activity (as with Operation Bodyguard). As George
Carlin put it, “the government doesn’t lie, it egga in
disinformation.” In addition, the standard dictéop definition of
disinformation is “deliberately misleading inforn@at announced
publicly or leaked by agovernment or especially by an
intelligence agency®™ However, other organizations can also
produce “deliberately misleading information.” |marticular,
news services are frequently sources of disinfdomgtf. [4], pp.
23-53). In fact,single individuals are often the source of
disinformation. For example, individual reportdesg., Jayson
Blair of the New York Times and Janet Cooke of th&ashington
Post) have simply made up stories. Also, there hagently been
some high-profile cases of purported memoirs theted out to
be fictional creations (cf. [18], [19]).

(2) Disinformation is often the product of a catbfylanned and
technically sophisticated deceit (as with OperatRodyguard).
For example, hackers have intentionally dissemihateccurate
information by directly modifying the websites oéws services
such asYahoo! News and the New York Times (cf. [20]).

However, creating disinformation can be as simpléetling a lie.
For example, when President Clinton said to the eaa people,
“l did not have sexual relations with that woman,is$/
Lewinsky,” he was disinforming them. In fact, evaanipulating
the contents of a website does not always requiphisticated
hacking skills. Anyone can purposely (and anonyshguadd

inaccurate information to Wikipedia. For examglee entry on
the journalist John Seigenthaler was famously nedlifo falsely
claim that he was involved in the Kennedy assatsima (cf. [7],

p. 1665).

(3) Disinformation does not always conwbrectly from the
organization or the individual that intends to deee For
example, news services have often been trickeddisgeminating
inaccurate or misleading information created by some else. A
few years ago, an investor created a fraudulenssprelease
stating that the CEO of Emulex Corporation had jestgned (cf.
[5]). When this fraudulent press release was sylesaly
published by several news services (includBigomberg, CBS
Marketwatch, and Dow Jones), Emulex stock lost over half its
value in just a few hours.

% This definition comes from thamerican Heritage Dictionary of
the English Language (2006, &' edition). TheOxford English
Dictionary provides almost exactly the same definition.



(4) Disinformation is often written or verbal infoation. But
other types of inaccurate information (e.g., doatiophotographs)
can also be disinformation (cf. [6]). For instan8talin and Mao
each had people who had fallen out of favor remofredn
photograph$. Also, during the Cold War, the Soviets delibelgate
falsified maps in an attempt to fool their enemidmut where
important sites were located (cf. [21], pp. 1153118

(5) Disinformation is often distributed very widelfe.g., to
anyone with a newspaper subscription, to anyoneh vt
television, to anyone with Internet access). Bisinformation
can also be targeted at specific people or orgdoima For
example, Jeff Danzinger (of thes Angeles Times) has a cartoon
that shows a couple working on their taxes. Th#ica is “Mr.

and Mrs. John Doe (not their real names) hard akwmwo their

own little Office of Strategic Disinformation.” 8h

disinformation is presumably aimed directly at theternal

Revenue Service.

(6) The intended victim of the deception is usuallperson or a
group of people. But disinformation can also begydted at a
machine. As Clifford Lynch points out in [22], nagers of
websites sometimes try fool the automated “crawisest out by
search engines to index the Internet. For exangpippose that
you have just started selling a product that copgpetith another
productY. When an automated crawler asks for your webpage
add to its index, you might send it a copy of thebpage for

possible to lie without disinforming. First of alin order to
disinform, you have to intend to deceive someohe[2¢, p. 134,

[23], p. 231). But it is possible to lie to someoeven if you do
not intend to deceive her (cf. [24], p. 289, [2R6]). For

example, suppose that you are guilty of a crime &weryone
knows that you committed. However, there is nobugh

evidence to convict unless you confess. So, yguasthe police,
“I am innocent,” even though you know that theylwibt believe

you. In this case, you have lied to the policeut ou have not
disinformed them because you do not intend thenbetfeve

something false (i.e., you do not intend to decélvam). As Roy
Sorensen points out in [25], such “bald-faced liks not fool

anyone. They are no more a threat to truth telliran sarcastic
remarks.”

Of course, most lies are intended to deceive. #&mbe are
arguably the most important type of lies. For epkanthese are
the lies that we build lie detectors to detect.adldition, these are
the lies that most philosophers (especially mohdlbgophers) are
interested in. In fact, the standard philosoph@@lysis of lying
requires an intention to deceive (cf. [27], sectibd). James
Fetzer probably intended to equate disinforminghwiuch
deceptive lying.

(Dy) Youdisinform X if and only if:
1. You say thapto X.
2. You believe thap is false.
3. By sayingp, you intend X to infer that.

productY. That way, when someone uses the search engine to

search for producY, the search engine will return a link to your
webpage.

4. DISINFORMING = LYING?

Just as Fox began his analysis of information bglyang the

activity of informing, this paper begins by analyzing the activity

of disinforming. In the following section, | will consider the
phenomenon of disinformation itself.

A plausible suggestion that philosophers (e.g.],[@3231) have
made is that disinforming is essentially the samédymg. This
equivalence is also suggested by the very titlRuds Kick’sYou
Are Being Lied to: The Disinformation Guide to Media Distortion,
Historical Whitewashes and Cultural Myths. In addition, George
Carlin’s comment suggests that disinformation isstjua
euphemism for lying.

This characterization of disinforming is very illimating and
reasonably close to being correct. As noted ablyieg often
does count as disinforming. But there are sevarglortant
respects in which lying is not the same as dismfog. These
complications need to be considered in order te@ givprecise
analysis of disinforming.

4.1 Intending to Deceive
To begin with, there are a couple of respects iniclwh
disinforming is a more restrictive concept thamdyi That is, it is

Similarly, in George Orwell's Nineteen Eighty-Four,
functionaries in the Ministry of Truth continuabytered historical
records to insure that the government was always.ri

It is worth noting that, while you have to intend tleceive
someone, disinforming does not require that sheatigtends up
being deceived. It is also worth noting that yousinintend to
deceive and not just intend to disseminate falgarimation. For
example, every map is inaccurate to some degree thad
cartographer who made the map knows it. If cerfastures,
such as roads, were really drawn to scale, theydame too small
to see (cf. [21], p. 30). But despite such inaacigs, it is clearly
not the case that all maps are disinformation. tHeumore, the
cartographer is not disinforming people even ifythappen to be
misled by such features.

4.2 Actual Falsity

However,D; is still not restrictive enough. In order to disirm,
you have to intend that someone infer something ithactually
false. But it is possible to (deceptively) lie <omeone even if
you intend her to infer something that (unbeknowtoastou) is
actually true. For example, suppose that the palik you about
your friend Ramon’s whereabouts and that you wanmislead
them about where he is. You believe that he igirggawith his
cousins outside the city. So, you say to the polibe is hidden
in the cemetery.” However, without your knowledgamon has
actually hidden himself in the cemetery. In thase&, you have
lied to the police (cf. [26], [27], section 1.2But you have not
disinformed them because what you intend them lie\®is not
actually false. It is clear, for example, thatdibans are primarily
worried about their patrons getting information ttlaatually is
inaccurate (cf. [2], p. 134). Thus, it might beygested that you
disinform if you say something that actually isstalwith the
intent to deceive.

(D2) Youdisinform X if and only if:



You say thap to X.

You believe thap is false.

By sayingp, you intend X to infer that.
p is false.

PobpE

4.3 Communicate Deceptively

However,D, is too restrictive. You can disinform someonereve
if you know that what you are saying is true. Irder to
disinform, you must intend to bring about a falgdidf. But the
actual information that you provide does not havbd false. For
example, suppose that a murderer asks about ymmdfidoe’s
whereabouts and that you want to mislead him abwatre he is
(cf. [28], pp. 437-38). You believe that he is ihg in the
basement. So, you truthfully say to the murdetee’'s been
hanging around the drugstore a lot” intending ti&t murderer
draw the false conclusion that he is at the drugstow. In this
case, you have disinformed the murderer withouingaginything
that you believe to be false.

Most philosophers think that you are not lying cls a case
because you are saying something that you bel@be ttrue (cf.
[27], section 1.2). But several people (e.g., [290], [31]) have
a broader notion of lying that counts suelse implicatures (or

“half-truths”) as lies. These people think thaisithe intention to
deceive that really determines whether someonging.l Thus,
according to these people, a liar does not hawwayosomething
that she believes to be false. She just hasotomunicate

something that she believes to be false. Similatlynight be
suggested that you disinform if yaommunicate something false
that you believe to be false.

(D3) Youdisinform X if and only if:
1. You communicate thatto X.
2. You believe thap is false.
3. By communicating, you intend X to infer that.
4. pisfalse.

4.4 Disseminate Misleading I nfor mation

However, D; is still too restrictive. First, you can only
communicateto someone.
without communicating anything directly to him. rFexample,
suppose that you want to trick your friend Benedittkh believing
that Beatrice is in love with him. So, you sayaaompanion
(who is in on your little scheme) that Beatriceinislove with
Benedick when you know that Benedick is eavesdrappin your
conversation. In this case, you have disinformesdslick. In
fact, this is the same sort of disinforming thappened with the
fake radio transmissions during World War Two. Botu have
not communicatedo Benedick that Beatrice is in love with him.
In order for you to do this, it would have to bergdetely open
between the two of you that you have said that Bmais in love
with him. In other words, communicating has cammon
knowledge requirement that disinforming does not (cf. [31],
section 3).

Second, you can only communicateat some state of affairs
obtains. In other words, you must be expressimogosition
(e.g., that Beatrice is in love with Benedick). tBypu can
disinform without expressing any particular propiosi. For
example, you can disinform with a doctored photpgrar a

But you can disinform someone

falsified map. Things like photographs and mapsndb have
propositional content. In other words, they are not descriptions of
the world that are either true or false. Thesagkionly have
representational content. That is, they can simply be more or less
accurate depictions of the world.

But we can easily fix both of these problems withsimply by
replacing the communication requirement with thquieement
that you simply disseminate some information.

(D,) Youdisinform X if and only if:
1. You disseminate information
2. You believe thap is false.
3. By disseminating information you intend X to infer
thatp.
4. pisfalse.

Now, to give a full account what it is to disinforme really need
to say exactly whainformation is. And, in fact, there are many
different (often conflicting) theories of informati to choose
from (cf. [3], pp. 39-74). BuD, arguably provides a useful
analysis of disinforming even if we simply assume&cnmon
sense understanding of what information is. We jused to
stipulate one substantive, and somewhat contr@letking about
the nature of information. Namely, information de®t be true
or accurate (cf. [3], p. 160, [32]).

While you can disinform by saying something trua, the
prototypical cases of disinforming, you say sonmhfialse. For
example, when the President said to the Americaplpe “l did
not have sexual relations with that woman, Miss insky,” he
seemed to be disseminatinfalse information. However,
according to several philosophers (e.g., [33], 49846, [34], pp-
887-90, [35], 360-365), the President did not dissate any
information in this case; false or inaccurate information @& n
information at all. As Fred Dretske puts it in [36false
information, misinformation, and (grimace!) disinfoation are
not varieties of information—any more than a decgk is a
kind of duck.” But even for these philosopher&rthis a broader
category of stuff that encompasses both informatiamd
“inaccurate information.” Namely, there is stuff ithv
representational content. And the term ‘informatio D, should
simply be understood as referring to stuff withresgntational
content.

4.5 Reasonable to be Deceived

However, even once we stipulate that informatioedneot be
true, D, is still not quite right. Even if you intend teckive X,

you have not disinformed X if it is not reasonatdenfer p from

the information that you have disseminated. Famaple, if you

say to the murderer, “Joe has been under the weathinding

that he come to believe that Joe is at the drugstow, you have
not disinformed him. In order for you to disinforsmmeone, it
has to be reasonable for her to draw the falselgsion that you
intend them to draw. In a similar vein, accordioghe Federal
Trade Commission, in order to count as deceptiveeriding,

® Even for people who endorse a narrow analysisiof)yies do
not have to be verbal utterances (cf. [27], sectloh). For
example, you can lie by writing a letter or sendéngoke signals.
But you can disinform without using language at all



“the representation, omission or practice mustheyl to mislead
reasonable consumers” (quoted in [37], p. 188).

(Ds) Youdisinform X if and only if:

You disseminate informatioin

You believe thap is false.

You intend X to infer from informationthatp.

p is false.

It is reasonable for X to infer from informatidrihat

p.

ghwNE

More concisely, what is required for disinforming that you
disseminate some information (condition 1) that ywend to be
misleading (conditions 2 and 3) and it actuallynigsleading
(conditions 4 and ).

It is worth noting that condition 5 rules out theides in The
Onion as cases of disinforming. These articles arenied to be
humorous rather than misleading. But even if ttitoe of The
Onion did hope to deceive her audience with a particattcle,
she would still not be disinforming them. It wouhlibt be
reasonable for people to infer that “Al Gore Plabgant Son in
Rocket to Escape Dying Planet” from the fact ffa Onion says
Ss0.

4.6 Deceptive Content

However, Ds is still not quite right. Thecontent of the
information has to play a role in the deceptiorthedwise, we are
just talking about run-of-the-mill deception. Faxample,
suppose that you truthfully say to King Arthur irheavy French
accent, “we've already got a Holy Grail” intendititat he draw
the false conclusion that you are francophonethis case, you
have certainly attempted to deceive the King (usirigrmation),
but you have not disinformed him (as long as yolhaee a Holy
Grail). You are no more disinforming him than duhad put on
a beret intending that he draw the false conclusiia you are
francophone. If such cases counted as disinformingould
arguably be just another word for deceiving.

(D¢) Youdisinform X if and only if:
1. You disseminate informatioin
2. You believe thap is false.
3. You intend X to infer from the content of informati
i thatp.
4. pisfalse.

5. It is reasonable for X to infer from the content of

informationi thatp.

While the content must play a role in the deceptibshould be
noted that things beyond the content of the infdimnacan also
play arole. For example, if you create a mapaftB America to
look like it was drawn by Europeans in thé"lgentury (e.g., on
old parchment, with ornate lettering) to try to ke people into
thinking that Machu Picchu was discovered in th& t@ntury,
you would seem to be disinforming these people.

® condition 5 just makes explicit something thatplicit in any
analysis of lying. For example, it goes withoufisg that, if you
communicate, then it is reasonable for someone to infer ghat

4.7 Deception Foreseen

However, it is possible thddg is still not quite right. There are
cases where people spread “deliberately misleaidiiogmation”
but do not intend to deceive anyone by doing so.fatt, in at
least two of our examples of disinformation, inist clear that the
perpetrator really intended to deceive anyone. éxample, the
person who modified the Seigenthaler entry on Widip claimed
that he was just playing a joke on a friend. Alé®, hacker who
modified theYahoo! News website apparently did so in order to
alert people to the security vulnerabilities of theebsite.

Now, it might be suggested that, in these cases ptrpetrator
really did intend to deceive. For example, theejakould not
have been funny (maybe it was not funny anywaythé friend
had not been taken in. In other words, deceptias &necessary
means to the ultimate goal of the perpetrator.oAisthe hacker
had really not wanted to deceive anybody, he cbalk exposed
the security problem by simply vandalizing tivahoo! News
website rather than by posting a false news story.

But there are other examples of “deliberately naidlieg

information” where there is very clearly no intemtito deceive.
For example, many cartographers deliberately faksiéir maps.

In order to protect their intellectual property, mpecartographers
add a few features to their maps that do not realigt in the

world (cf. [21], pp. 49-51). If these non-existéeatures show up
in another map of the same area, the cartograpasrgood

evidence that her work has been copied. But tbhagegraphers
do not intend to mislead map users about theseermtent

features.

Also, people have intentionally placed inaccurat®erimation on
the Internet for educational purposes (cf. [38R][3. 10). For
example, a website for th@®klahoma Association of Wine

Producers and a website advertising a town in Minnesota as a
tropical paradise were created to teach people twovdentify

inaccurate information on the Internet. In faapple (e.g., [2])
have intentionally placed inaccurate informationthe Internet
for research purposes as well. For example, sewesaarchers
have put false information into Wikipedia to seavHong it takes
to get corrected (cf. [7], p. 1665).

In all of these cases, the perpetrator has somé abar than
deception that she is trying to achieve (such ashieg people
how to evaluate websites or protecting her intaligcproperty).
And she may be able to achieve this other goal &ea one is
deceived. In addition, this other goal may often dufficiently
laudable that it provides aexcuse for having deceived someone.
But it is important to note that having an excuse lhaving
deceived someone does not mean that the perpetratomot
disinformed him.

While disinforming may not require that the souroé the
misleading information intend to deceive peopledaes at least
require that the source of the informatitmnesee that people will
be deceived. In other words, unlike lying, disinforming is ays

! Philosophers draw a distinction between (a) whagbeason
intends to do by performing an action and (b) whaperson
simply foresees as a likely “side effect” of perfing that action
(cf. [24], p. 291). But there is a debate over thke this



about deception at some level. For example, thog@phers
know that some map users might end up believingttiese non-
existent streets really exist. Similarly, the harckad to foresee
that some people might end up believing his falsgsstory. So,
what we may need to say is that you disinform ifi yelieve that
your information ismisleading.®

(D7) Youdisinform X if and only if:

1. You disseminate informatian

2. You believe thap is false.

3. You foresee that X is likely to infer from the cent
of informationi thatp.

4. pisfalse.

5. It is reasonable for X to infer from the content of
informationi thatp.

Even if they do not intend to fool anybody, | anresthat the
editors ofThe Onion can predict that they are going to fool at least
a few people. In fact, | hear many people say, tit first time
that they read’he Onion, they thought that it was for real. But the
editors ofThe Onion are not disinforming their audience because
it is not reasonable to infgr from the factThe Onion saysp.
Even those people who are deceived initially araallg not
deceived for very long. So, the information ®ime Onion still
does not count as disinformation un@er

4.8Very Closeto Lying

If we understand deceptive lying in a sufficiendyoad sense,
disinforming is very close to deceptive lying. Hewer, it is
worth noting that disinforming (whether we add@ptor D;) does
not include all deceptive behavior. For examptegxicludes
certain parts of the disinformation campaign usgdhe Allies
during World War Two. In addition to sending fakadio
transmissions, the Allies built fake tanks and laimps out of
rubber and canvas to give the false impressiondhaige force
was preparing to attack Calais. In this caseAffies were not
disinforming because they were not disseminatingy an
information.

Admittedly, we could weaken the analysis of disinilng to
include such cases. But then all deceptive behavimld count
as disinforming. In that case, we would not realked a separate
term for the concept. Also, it would not be a aptcof specific
interest to information science.

5. DISSNFORMATION

Now that we understand the activity of disinformiitgs time to
look at what disinformation itself is. But this ipretty

distinction has any moral importance. The debaie between
De and D; is over whether this distinction has any ontolagic
significance with regard to whether an action ceuas an
instance of disinforming.

8 f you should have known that X would be misled by the
information that you disseminated, you may veryl el morally
culpable. But if you are sincerely surprised whers actually
misled, it still seems like an honest mistake oarymart. In other
words, it is probably not sufficient for disinfomng that it be
reasonable for you to think that X is likely to b@sled. You
have to at least foresee that X is likely to beledis

straightforward. There is a clear-cut “linking nwiple” between
the activity of disinforming and the phenomenon
disinformation (cf. [3], pp. 187-91). Namely, difdrmation is
the information (i.e., the stuff with representatib content)
disseminated by someone who is disinforming. Hhmgghe
proposed analysis of disinforming from the precgdection into
this principle, disinformation turns out to be rmetling
information that is intended to be (or at leastef@en to be)
misleading.

of

But there is at least one important complicatioat tehould be
noted. Disinformation does not have to conteectly from

someone who disinforms. Something is still disinfation even
if it has been innocently passed on to me by adria librarian,
or a reporter. For example, when news servicesated the
fraudulent press release about the Emulex Corporatihey were
certainly passing along disinformation. But unlike creator of
this fraudulent press release, the news servicamgblves were
not disinforming the public. They were only miginhing them.

In order for something to count as disinformatitirglearly does
not have to be thémmediate source of the information who
believes that the information is misleading. Irdi&dn, it may
not have to be theoriginal source who believes that the
information is misleading. Information often passthrough
many hands before it reaches the end user. Itbhmanough that
one of these intermediaries believes that the imé&bion is
misleading. In the case of the historical fabiaas discussed by
Sowards in [13], the original authors undoubtediesaw that the
information was misleading. Thus, such historifarications
certainly count as disinformation. However, inatltases, even
if the original authors believed that the inforratiwas accurate,
other people may come along later and spread thme sa
information further with the intent to deceive.

In fact, we might even want to consider out-of-datedical

information in the library to be disinformation (d#0], p. 83).

While the original authors of an old medical texakhanay have
been completely sincere, the librarian may forededt he is
passing along information that is likely to misleabme
patrons. Thus, at least if we adopt; as our analysis of
disinforming, such a case would count as disinfoion

Finally, it is also worth emphasizing that, whilesidformation
will typically be inaccurate, it does not have #® ibaccurate. It
just has to be misleading. So, disinformation é¢tually not a
proper subset of inaccurate information.

6. APPLICATIONSOF THE ANALYSIS

As noted in the introduction, information sciergtisre confronted
with several important questions about disinforomati In this
final section, | briefly gesture at how the foreypianalysis of
disinformation might be used to help answer a oceuyl these

® If the librarian puts the old medical textbook hetreference
collection, it definitely seems like disinformationBut if the
librarian puts the textbook in the main collectitnmay not be
disinformation because it is not reasonable for plagron to
conclude that what the textbook says is true. rAdle libraries
collect many books for their historical value ratiigan for their
accuracy.



questions.  Most notably, because our conceptualysis
indicates that disinforming is very close to debeptying, we
can often leverage existing research on lying.

6.1 The Prevalence of Disinformation

First, a greater understanding of what disinforomatis can
potentially help us to determine how big of a peobl
disinformation really is and where the problem.lidgcording to
many people (e.g., [41]), disinformation is evergna But such
a conclusion is largely based on anecdotal eviderfempirical
studies (e.g., [42]) have looked at how much ineateu
information is on the Internet. But these studiase not looked
specifically at how much of this inaccurate infotioa is
“deliberately misleading.” Even in the absenceanfempirical
study, however, we can potentially use game theorpredict
how prevalent disinformation will be in particuleontexts.

Elliot Sober has constructed a game theoretic mofideceptive
lying in [43]. Since disinforming is very close deceptive lying,
Sober's model can arguably be applied to disinfogras welf
According to this model, whether a person will disrm depends
on the expected costs and benefits. In particitldepends on the
costs of not being believed (weighted by the prdiplthat this
will happen) as compared with the benefits of bebwalieved
(weighted by the probability that this will happenThus, there
will be a lot of disinformation if the benefits b&ing believed are
high relative to the costs of not being believedi/an if the
intended audience of the disinformation is mucheniikely to be
credulous than to be skeptical.

We can use this model to account for the prevalente
disinformation in certain contexts. For exampliistmodel

arguably explains why we might expect a lot of fiaiths and
outright lies in an election campaign. There aigniicant

benefits to being believed (in particular, by swir@ers) and not
much downside if you are caught lying (becausepis@ple who
would be most incensed would not have voted forymuway).

6.2 The I dentification of Disinformation

Second, a greater understanding of what disinfoomais can
potentially help us to identify disinformation sleat people can
avoid being misled by it. In the previous sectidndescribed the
properties that a piece of information must haveriter to count
as disinformation. But it is no simple matter etetmine whether
a particular piece of information actually has #hpsoperties.

Since disinforming is very close to lying, a lottbé vast research
on lie detection can potentially be applied to mfimimation
detection. Researchers in lie detection have ftysimarily on

physiological indicators of deception, such as perspiration and

high pulse rate (cf. [29], pp. 51-52). However, denot always

10 Understanding exactly how disinforming differs frolying
may suggest ways to refine this model.

™ \Whether the intended audience is more likely terieelulous or
to be skeptical depends otheir cost-benefit analysis. In
particular, will the benefits of acquiring a truelief (weighted by
the probability that this will happen) outweigh tl®sts of
acquiring a false belief (weighted by the prob#pilhat this will
happen)?

come into direct physical contact with sources igfrdormation.

And even if we do come into direct physical contagt are rarely
in a position to give this source a polygraph teBut techniques
have also been developed that can be used to fiddies in

recorded information. For example, researchers luiaed textual
analysis to find that liars are somewhat less yikel use first-
person pronouns (cf. [4435.
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